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A. Solution Business

1. Software V&V

2. Cyber Security
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A-1. Software V&V - Market environment SOFTFLOW
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A-1. Software V&V - SDLC Management System

1 7Z49| Software Development Life Cycle ZEMAE X[3T = A= Ml O FfH 45 &= ML
- Software Risk& Z7|0f| 2 3 =X|gh = UAEE EFS EEILICE I Azt HE EZ =231

AVC (Application Vulnerability Correlation)

(Interactive Application Security Testing)
(Dynamic Application Security Testing)

Code Dx

DT+Trace
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Black Duck

SCA (Software Composition Analysis)
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* Malicious code
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A-1. Software V&YV - Solution List SOFTFLOW
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A-1. Software V&YV - Synopsys Introduction SOFTFLOW
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A-1. Software V&V - Coverity (SAST) SOFTFLOW
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A-1. Software V&YV - Black Duck (SCA)

Black Duck (SCA)
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A-1. Software V&V - Defensics (H%
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A-1. Software V&V - Seeker (IAST)

Seeker (IAST)

V&V CHA

Enterprise Web Application

vayv 23

o o{Ee[Alol | BotrFE 78

Z40 3t Bal W HH TN

=T 0o o

- HoHFIOH fHE Bt
4+ SIHo| oHE B MY
- HENY M2 U HYAE
2AT L e uy
=4 . o ac atelo] x|
i - HEAE e B3 £ X%

SYNOPSYs

X3 7HE 1o

Synopsys2| Cli=td 0{E2|#|0|M EQt HAE

Seeker?t2| S& AT 7I5(55 7|22 +AUWHL| HTTPES) RS

T2 2% % A8

> AE7} HdEl= o{E2|AI0192] ZH Al = LE0f Oo|HEE HX|5HH AT
> @ ojF2[FA|0] | Mo w2t FHAYS EMst] Hro| AH glo] MA[ZES
HTTP Request A| &3 7}5
> O{E2|AH0|d 34 ZE, 2 W/H, MEN 5SS
XtS3HEl URL O§% : ¥l o{Z2|7|0| M Test Coverage(Endpoint 7| 291 5l EHAEE S5 S A2}
> SYs o{E2|AI0]H2 T 7 HIAE He| XI0|E & &l 75

A x|x=2 nizet Hoje =8 7|5 HS

> AL&X7F et HIO|E{ & XY St 2T C|O|E{ 7t A= otE|X| 22 HEjZ 27, DB
> O|O|E &=3t7t st PCI DSS M2 E2 GDPRIt Z2

—a
=
L9

i

ot Parameter '8, O] A|&E Parameter 29I

ol WA B

T FileOfl X{ZE wioLct sHE HIOIE S

71EL 4] BHE U A8E ExSIEH E8

Q o{Za|H oM S

s EAE
» ASP.NET * Gosu + Kotlin + Ajax  RESTful » Azure Paa$S
. C# « Groovy « PHP + JSON - e m|o|x] ofZ2[A|0] ¥ « AWS
« Clojure « Java « Python . Opo|aAZMH|A < fl (HTML5 E8H « AWS Lambda
+ ColdFusion -+ JavaScript * VB.NET « BHFY - ¥ API + Google Cloud
» Go (Node.js) « Scala (incl. Lift) (HTTP/S 7|8H - €l MH|A » Tanzu (PCF)

- 13 -

MESH| ME2|stn FAHS AR U LEE HE & /%

SOFTFLOW

=



A-1. Software V&V - WhiteHat Dynamic (DAST) SOFTFLOW
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A-1. Software V&V - Code Dx SOFTFLOW
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A-1. Software V&YV - Synopsys Software Integrity (X} S X} = 0}) SOFTFLOW
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A-1. Software V&YV - Software Security (2| 27|7| =0F) SOFTFLOW
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A-2. Cyber Security

( Data & Cyber Risk Z2| 3 )




SOFTFLOW
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World Top 5 Data Risk (84 S H)
1 R&D information 1 Ransomware
2 Financial information 2 Phishing and Social engineering
3 Business communication (E-mail) C_D 3 Denial of Services (DoS)
4 Company confidential information 4 Botnets
5 Trade secrets 5 Man-in-the-middle attack
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A-2. Cyber Security - Solution List SOFTFLOW
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A-2. Cyber Security — DarkTrace Cyber Al Loop

DarkTrace2| Cyber Al Loopt AIO|H EQt0j| LSt Prevent (0Y) / Detect (EHX]) / Respond (EH-8) / Heal (X| &) H|E
« Loop? EE ALO|H EQt Al 7|=S HS50 Cyber Attack0il Ciet A55t0 X|£HQl X5 22 54 Lol sHS ZoleLc;
« Cyber Al Loop= HA2{d 7|8t XI7} st5 ©X| 7|sS BISIH SF AE A 0| FZ XtsH2 =2 o|FO{FLCE.
* Cyber Al Loop:= Cloud £E| OT GH7HX| RE HEQ| IT XS B2 7t5ELIC
- BE AZB0| LTt Best Practice 27

v @8/ Hz&ds / oduyxi&

SPOND

EA

/ BF&=E /0|L|o] / 7|s&asd / 2 R&NY / WEX2E / 20{&TXS ALY / HE &AL

OH
OH

EVENT “TECT

Harden security inside and out. See attacks instantly. Disarmwithin seconds. Restore back to health.

oS F = O = O O

22t2C oH oo o= 9l HE=13 H=z E{AE oT




SOFTFLOW

B. R&D Business

1. XIHN| Solution 7H%

2. 93 Project




":§OI§?FLOUJ

& -

B-1. X}4| Solution 7H%

( Network Security Management &% 7|& )




SOFTFLOW

SAE Y2 = HAY 2EoMe] HESI et &2 7|E

NF 2T A

o

o7

Ot
=
Ral
P
=
ue
rot
Z
@)
>
24
ot
mjo
Okl
il
Ot
|
$0
o>
r
n

27 ME - 27 At
1) WEa| B 27t Y DD olE/ B/ 38 | 1) BEE TE WYY RalE UEYI BHAL| KOt 0|A BB (HQI7} L) BA U HIN M
2) Y &F: 4 A 7t Fa 7% Ald 2) HEHI Bt ZHAL A O] &f H=of cHet B2t X[ & HA| (H| A7t X}k, HE §)
W =
PCAP File I'"%I:'c;:' : NCA (Network Capture and Analyzer)
% ¢ PCAP File
Analyzing o« M . A X7 HM7
Port - ) Exporting == T4 : NCA =H7| & EM7| Set
¢ Mirroring s Transporting Transporting 0 Report —
\‘& X8, |._|:I|D =2l g HERI &Fore] HE/NI
T Hot o]y WE 2N U BTN 44
NCA Capture NCA Analyzer 7|58 717 EQt 2| X[/ £

_AXIE| HES E ol 2 Hif =2 _E_kl"' = - -
2% YEYD EHT 2T YK (ZE 0j2T W) THEHEHI SARE WEA SHHE SW B[ 17} S|0] CHE K| Xp2 U S
- ] — - 22X HEL XS 7|E2= 0|4 H=E E©X] 3] Tlol Woe E o
- FIH 3L AX7E BOIBH0] HE Eo T Xt )% oY HIES S MO A O4S
(HI217} 1P / BIQI7} MHA ZE / H]I7} §1Z)

- 28 -






SOFTFLOW

AT EZERLO| SOFLO.loTE 45 loT 77| 2 2| BEobd gkarS 2I6t0] Hot FSHE S oot n X} ZIASH= A+ Project

SOFLO.lIoT2| &4l Hot 7|5 o G " 7\ =
ol 4 |
1) Zero Trust 7|8t SPA O§7{L|E : Data X2 €A H / 7|7| L AIEX} QS HX = Gonkoker p:mec.ed Sorer
2) SDP 7|4t S5 AAY 7% :717| N 4 S ZAY 44 L uj= |
3) Data M& HS 7|=: 7|7| Zt DataE mTLSS 7|Hte 2 U3} 5l0] M& 0
Client
v

SOFLO.loT M & 7|5 &0}t
- AOQEZSE / ADIEAE| / X23FAXL / CIXEE2AAH A L @D > ;r: <> ‘ g

ADIEE / AOtERY / JIPN

mfot

|m
H

Protected loT Device Protected Edge Computing

SOFLO.lIoT ¥ Project S &

® SOFLO.loT ESHE 1= A|H . ~ 2023 227| / BUHESA 77| 849 0 24 ¢

-l-

oln
ol
>

A

-
Ral
o

® SOFLO.IoT Client SDK H£ 7}5 7|7| &} : X|® 0S, HW A, £l 34
® SOFLO.IoT B3 Al Ha GtEL] 12 U A|E ZY

- 30 -



SOFTFLOW

Y
<
|
)
O
2,
o
t S
(a
_|_I
8l
o
(aa]

s

d

A
(=

o] E2 0]

ALY THHIE S50 Al 7|6

(=]
=

EE 219 FE IYHA X|

Al
|
H|
<

Jlo

& Project

ol

1]
]

Ko

A
(o

cE g

1) Drone Data 7% :

Data &%
Roll, Pitch, Yaw &)

kio
N

Drone2| Z
e,

(Digital _2%4

: 27 Hlo|E2 Ml

2) Drone Data &t& U &M

=
[=]

S 7t

©
)
©
(o]
(<]
c
o
j
(a]

EH

=
—

d=o

F

HA) /&

od

ok
Kio

ole| Z

I+
or
9
1
(a1
_._l
&l

(~2023'3 0| H) /

L=
=

X 23 M

{o
)

<0

M
olo

0]

BHH| MEf

M

=
10

A

o1 7|H| of

ok

ol
<0

3

0|9| Ef

M

- 31 -



SOFTFLOW

C. Service Business

1. Consulting

2. Maintenance
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